As Reported by the House Financial Institutions, Real Estate and

Securities Committee

127th General Assembly

Regular Session Sub. H. B. No. 46

2007-2008

Representatives Stewart, J., DeGeeter

Cosponsors: Representatives Stewart, D., Daniels, Patton, Budish,
Williams, S., Koziura, Sayre, Hite, Gibbs

A BILL

To enact section 1349.52 of the Revised Code to
require a consumer reporting agency to place a
security freeze on a consuner's credit report in

response to a consuner's request.

BE IT ENACTED BY THE GENERAL ASSEMBLY OF THE STATE OF OHIO:

Section 1. That section 1349.52 of the Revi sed Code be

enacted to read as fol |l ows:

Sec. 1349.52. (A) As used in this section:

(1) "Consuner" neans an individual who is also a resident of

this state.

(2) "Consuner reporting agency" neans any person who, for

nonetary fees, or dues, or on a cooperative nonprofit basis,

reqularly engages in whole or in part in the practice of

nai ntai ni ng consuners' credit infornmation for the purpose of

furnishing credit reports to third parties.

(3) "Credit report" neans any witten, oral. or other

communi cation of any credit infornmation by a credit reporting
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agency that operates or maintains a database of consuner credit

information bearing on a consuner's credit worthiness, credit

standing, or credit capacity.

(4) "Proper identification" neans information generally

deened sufficient to identify a person. Proper identification does

not include information concerning the consuner's enpl oynent,

personal , or famly history unless the consuner is unable to

reasonably identify hinself or herself with information generally

deened sufficient to identify a person

(5) "Security freeze" neans a restriction placed in a

consuner's credit report, at the request of the consuner. that

prohibits the consunmer reporting agency fromreleasing all or any

part of the consuner's credit report or information derived from

the consuner's credit report relating to the extension of credit

wi t hout the express authorization of the consuner.

(B)Y(1) A consuner may request that a security freeze be

pl aced on the consuner's credit report by sending a request in

witing by certified mail to a consuner reporting agency at an

address designated by the consuner reporting agency to receive

such requests. Nothing in this section prohibits a consuner

reporting agency fromadvising a third party that a security

freeze is in effect with respect to the consuner's credit report.

(2) A consuner reporting agency shall place a security freeze

on a consuner's credit report not later than five busi ness days

after receiving fromthe consuner

(a) Awitten request pursuant to division (BY(1) of this

section;

(b) Proper identification;

(c) Payment of any fee permtted by this section.

(3) The consuner _reporting agency shall send a written
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confirmation of the placenent of the security freeze to the

consuner_ within ten business days. Upon placing the security

freeze on the consuner's credit report, the consuner reporting

agency shall provide the consuner wi th a uni gue personal

identification nunber or password, or simlar device to be used by

the consuner when providing authorization for the release of his

or her credit report for a specific period of tine.

(4) A consuner may allow the consuner's credit report, on

which a security freeze has been placed, to be accessed for a

specific period of tine while a security freeze is in place by

contacting the consuner reporting agency. using a point of contact

desi gnated by the consuner reporting agency, requesting that the

security freeze be tenporarily lifted., and providing the

foll ow ng:

(a) Proper identification;

(b) The uni gue personal identification nunber or password

provi ded by the consuner reporting agency pursuant to division
(B)(3) of this section

(c) The proper information regarding the tine period for

which the report shall be available to users of the credit report:

(d) Payment of any fee pernmtted by this section.

(5) A consuner_reporting agency that receives a reqguest from

a consuner to tenporarily lift a security freeze on a credit

report pursuant to division (B)(4) of this section, shall conply

with the request not later than three business days after

receiving the request, unless the request is submtted

electronically pursuant to division (B)(6) of this section after

January 31, 2009, in which case the consuner reporting agency

shall conmply with the request within fifteen m nutes of receipt.

(6) A consuner reporting agency shall choose and devel op a

contact nethod to receive and process a consuner's request to
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tenporarily renpve a security freeze froma consuner's credit

report within fifteen m nutes of receipt. The contact nethod

chosen by the consuner reporting agency may include the use of

fax., internet, other electronic neans. or telephone and shall be

nmade avail able to consuners not |ater than January 31, 2009, after

whi ch a consuner reporting agency shall conply with any such

request, that is received by a consuner reporting agency between

6:00 a.m and 9:30 p.m eastern tine, within fifteen ninutes

unl ess any of the follow ng applies:

(a) The consuner fails to neet the requirenents of division
(B)(4) of this section

(b) The consuner reporting agency's ability to tenporarily

lift the security freeze within fifteen mnutes is prevented by an

act of God, including fire, earthquakes, hurricanes, storns, or

simlar natural disaster or phenonena; unauthorized or illegal

acts by a third party, including terrorism sabotage, riot,

vandalism | abor strikes or disputes disrupting operations, or

simlar occurrence; operational interruption, including electrical

failure, unanticipated delay in equi pnent or replacenent part

delivery, conputer hardware or software failures inhibiting

response tine, or simlar disruption; governnental action,

i ncl udi ng energency orders or requlations, judicial or |aw

enforcenment action, or simlar directives:; reqularly schedul ed

naei nt enance, during other than nornmal business hours of, or

updates to. the consuner reporting agency's systens; or

commercially reasonabl e mai nt enance of, or repair to, the consuner

reporting agency's systens that i s unexpected or unschedul ed.

(7) A consuner _reporting agency shall renpve or tenporarily

lift a freeze placed on a consuner's credit report only in the

foll owi ng cases:

(a) Upon a consuner request pursuant to this section;
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(b) When the consuner's credit report was frozen due to a

mat erial m srepresentation of fact by the consunmer. A consuner

reporting agency shall notify the consuner in witing prior to

remobving a freeze on the consuner's credit report pursuant to
division (B)(7)(b) of this section

(8) If athird party requests access to a consuner credit

report on which a security freeze is in effect, and this request

is in connection with an application for credit or any other use,

and the consuner does not allow his or her credit report to be

accessed for that period of tine, the third party may treat the

application as inconplete.

(9) If a consunmer requests a security freeze, the consuner

reporting agency shall disclose to the consuner the process of

placing and tenmporarily lifting a freeze, and the process for

all owi ng access to information fromthe consuner's credit report

for a period of tine while the freeze is in place.

(10)(a) A security freeze shall remain in place until the

consuner _requests, using a point of contact designated by the

consuner _reporting agency, that the security freeze be renoved,

and provides the foll ow ng:

(i) Proper identification

(ii) The uni gue personal identification nunber or password

provi ded by the consuner reporting agency pursuant to division
(BY(3) of this section

(iii) Paynent of any fee permitted by this section

(b) A consuner reporting agency that receives a request from

a _consuner _to renove the security freeze on the consuner's credit

report pursuant to division (B)(10)(a) of this section, shal

comply with the request not later than three busi ness days after

receiving the request.
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(11) A consuner_reporting agency shall require proper

identification froma consuner neking a reqguest to place,

tenporarily release, or renpbve a security freeze froma consuner's

credit report.

(12) A consuner reporting agency may rel ease a consuner

credit report on which a security freeze has been placed to any of

the foll ow ng:

(a) A person or entity, or a subsidiary, affiliate, or agent

of that person or entity, or an assignee of a financial obligation

owi ng by the consuner to that person or entity, or a prospective

assignee of a financial obligation owing by the consuner to that

person or _entity in conjunction with the proposed purchase of the

financial obligation, with which the consuner has or had prior to

assi gnnent _an account or contract., including a demand deposit

account, or to whomthe consuner issued a negotiable instrunent,

for the purposes of reviewi ng the account or collecting the

financial obligation owing for the account, contract, or

negotiable instrunment. For purposes of division (B)(12)(a) of this

section, "reviewing the account" includes activities related to

account mai ntenance, nonitoring, credit line increases, and

account upgrades and enhancenents.

(b) A subsidiary, affiliate, agent, assignee, or prospective

assi gnee of a person to whom access has been granted for purposes

of facilitating the extension of credit or other perm ssible use;

(c) Any state or local agency. |law enforcenent agency., trial

court, or private collection agency acting pursuant to a court

order, warrant, or subpoena;

(d) A child support agency acting pursuant to state | aw or
Title IV-D of the "Social Security Act," 42 U.S.C. 651 et seq.

(e) The state or its agents or assigns acting to investigate

fraud or acting to investigate or collect delinguent taxes or
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unpai d court orders or to fulfill any of its other statutory

responsi bilities provided such responsibilities are consi stent
with section 1681b of the "Fair Credit Reporting Act," (1970) 84
Stat. 1128, 15 U.S.C. 1681 et seq.:

(f) Any person or entity for the purpose of prescreening in

connection with credit or insurance transactions that are not

initiated by the consuner, pursuant to section 1681b(c) of the
"Fair Credit Reporting Act," (1970) 84 Stat. 1128, 15 U.S.C. 1681

et seq.;

(gd) Any person or entity adninistering a credit file

noni toring subscription or sinmlar service to which the consuner

has subscri bed:;

(h) Any person or entity for the purpose of providing a

consuner with a copy of his or her credit report or score upon the

consuner's request:

(i) Any person or entity using the information for setting or

adjusting a rate, adjusting a claim or underwiting for insurance

pur poses.

(13) A consuner reporting agency may charge a consuner a fee

of not nore than ten dollars to place a security freeze on that

consuner's credit report and a fee of not nore than five dollars

each to tenporarily lift, or renove a security freeze on that

consuner's credit report. Notw thstandi ng any charges authorized

pursuant to this section, a consuner reporting agency shall not

charge a fee to a victimof identity theft who has subnmtted a

valid police report to the consuner reporting agency.

(14) If a security freeze is in place, a consuner reporting

agency shall not change any of the following official infornation

in a consuner _credit report without sending a witten confirmation

of the change to the consuner within thirty days of the change

bei ng posted to the consuner's file: nanme, date of birth, social
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security nunmber, and address. Witten confirmation is not required

for technical nodifications of a consuner's official information,

i ncl udi ng nane _and street abbreviations, conplete spellings, or

transposition of nunbers or letters. In the case of an address

change, the witten confirmation shall be sent to both the new

address and to the forner address.

(15) The following entities are not required to place a

security freeze on a credit report:

(a) A consuner_reporting agency that acts only as a reseller

of credit information by assenbling and nmergi ng i nfornmation

contained in the data base of another consuner reporting agency or

nul tiple consumer credit reporting agencies., and does not nmintain

a permanent data base of credit information fromwhich new

consuner _credit reports are produced. A consuner reporting agency

acting as a reseller shall honor any security freeze placed on a

consuner _credit report by another consuner reporting agency.

(b) A check services or fraud prevention services conpany,

that issues reports on incidents of fraud or authorizations for

the purpose of approving or processing negotiable instrunents,

electronic funds transfers, or simlar nethods of paynents;

(c) A deposit account infornmation service conpany, that

i ssues reports regardi ng account closures due to fraud,

substantial overdrafts, automated teller nmachi ne abuse, or sim|lar

negative information regarding a consuner, to inquiring banks or

other financial institutions for use only in review ng a consuner

request for a deposit account at the inquiring bank or financia

institution;

(d) A consuner reporting agency when acting as a provider of

i nformati on concerning. and used for, one or nore of the

following: crimnal record information, fraud prevention or

det ection, personal loss history information, and enpl oynent,
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tenant, or background screening.

(16) At any tine a consuner is required to receive a summry

of rights required under 15 U.S.C. 1681qg(a), the followi ng notice

shal |l be incl uded:

"Chio Consuners Have the Right to Obtain a Security Freeze.

You have a right to place a "security freeze" on vour credit

report, which will prohibit a consuner reporting agency from

rel easing information in yvour credit report wthout your express

aut hori zation. A security freeze nmust be requested in witing by

certified mail. The security freeze is designed to prevent credit,

| oans, and services from being approved in your nane w thout your

consent. However, vou should be aware that using a security freeze

to take control over who gets access to the personal and financia

information in your credit report may delay, interfere with, or

prohibit the tinely approval of any subsequent request or

application you nake regarding a new loan, credit, nortgage,

gover nment services or paynents, rental housing, enploynent,

investment. license, cellular phone, utilities, digital signature,

internet credit card transaction, or other services., including an

extension of credit at point of sale. When vou place a security

freeze on your credit report, you will be provided a persona

identification nunber or password to use if you choose to renpve

the freeze on vour credit report or authorize the rel ease of vyour

credit report for a period of tine after the freeze is in place.

To provide that authorization you nust contact the consuner

reporting agency and provide all of the foll ow ng:

(1) The personal identification nunber or password;

(2) Proper identification to verify your identity;

(3) The proper information regarding the period of tine for

which the report shall be avail abl e;

(4) Paynent of the appropriate fee.
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A consuner reporting agency nust authorize the rel ease of

vour credit report not later than three busi ness days after

receiving the above infornmation. A consuner reporting agency nust

choose and develop a contact nethod to receive and process a

consuner's request to tenporarily renbve a security freeze froma

consuner's credit report within fifteen mnutes of receipt. The

cont act nmet hod chosen by the consuner reporting agency may incl ude

the use of fax, internet, other electronic neans, or telephone and

nust be nade available to consuners not |later than January 31

2009. A security freeze does not apply to a person or _entity, or

its affiliates, or collection agencies acting on behalf of the

person or _entity, with which you have an exi sting account. that

requests information in your credit report for the purposes of

review ng or collecting the account. Review ng the account

includes activities related to account mai ntenance, nonitoring,

credit line increases, and account upgrades and enhancenents.

You have a right to bring civil action agai nst anyone,

including a consuner reporting agency., who inproperly obtains

access to a file, knowingly or willfully msuses file data, or

fails to correct inaccurate file data. Unless vou are a victimof

identity theft with a police report to verify the crines, a

consuner _reporting agency has the right to charge vyou up to $10 to

place a freeze on your credit report, up to $5 to tenporarily lift

a freeze on vour credit report and up to $5 to renove a freeze

fromyour credit report."”

(17) Any person who willfully fails to conply with any

requi renent i nposed under this section with respect to any

consuner is liable to that consuner for actual damages sustai ned

by the consuner as a result of the failure for danages of not |ess

than one hundred dollars and not npre than one thousand doll ars,

such anmpunt of punitive damages as the court may allow, and in the

case of any successful action to enforce any liability under this
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section, the costs of the action together with reasonabl e

attorney's fees as deternined by the court.

(18) Any person who obtains a consuner report, requests a

security freeze, requests the tenporary lift of a freeze. or

requests the renoval of a security freeze froma consuner

reporting agency under false pretenses or in an attenpt to violate

federal or state lawis liable to the consuner reporting agency

for actual damages sustai ned by the consuner reporting agency or

one thousand dollars whi chever is greater

(19) Any person who is negligent in failing to conply with

any requirenent inposed under this section with respect to any

consuner _is liable for actual damages sustained by the consuner as

aresult of the failure and, in the case of any successful action

to enforce any liability under this section, the costs of the

action together with reasonable attorney's fees as detern ned by

the court.

(20) Upon a finding by the court that an unsuccessf ul

pl eading. notion. or other paper filed in connection with an

action under this section was filed in bad faith or for purposes

of harassment., the court shall award. to the prevailing party,

attorney's fees reasonable in relation to the work expended in

responding to the pleading. notion, or other paper.

(21) Notwi thstanding divisions (B)(17) to (20) of this

section, the attorney general has exclusive authority to bring an

action for any violation of division (B)(6) of this section.

Section 2. Section 1 of this act shall take effect one year
after it is filed by the Governor in the office of the Secretary
of State.
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