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A BILL

To anend section 1347.99 and to enact sections
1347.15 and 5703. 211 of the Revised Code to
require state agencies to adopt rul es governing
access to the confidential personal information
that they keep, to create a civil action for harm
resulting froman intentional violation of these
rules, to inpose a crimnal penalty for such an
intentional violation, and to require the

Departnent of Taxation to adopt rules to generally
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require the tracking of searches of any of the

Departnent's dat abases.

BE IT ENACTED BY THE GENERAL ASSEMBLY OF THE STATE OF OHIO:
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Section 1. That section 1347.99 be anended and secti ons
1347. 15 and 5703.211 of the Revised Code be enacted to read as

foll ows:

Sec. 1347.15. (A) As used in this section:

(1) "Confidential personal information" neans personal

information that is not a public record for purposes of section
149. 43 of the Revised Code.

(2) "State agency" does not include the courts or any

judi cial agency, any state-assisted institution of hiagher

education, or any local agency.

(B) Each state agency shall adopt rul es under Chapter 119. of

the Revised Code requlating access to the confidential persona

i nformation the agency keeps, whether electronically or on paper.

The rules shall include all the foll ow ng:

(1) Criteria for determ ning which enpl oyees of the state

agency may access, and which supervisory enployees of the state

agency may authorize those enployees to access, confidenti al

personal i nformation

(2) Alist of the valid reasons, directly related to the

state agency's exercise of its powers or duties, for which only

enpl oyees of the state agency may access confidential persona

i nf ormati on;

(3) References to the applicable federal or state statutes or

adnini strative rules that nmake the confidential persona

i nformation confidential

(4) A procedure that requires the state agency to do all of

the foll ow ng:

(a) Provide that any upgrades to an exi sting conputer system

or the acquisition of any new conputer system that stores,
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manages., or _contains confidential personal information include a

nechani sm for recordi ng specific access by enployees of the state

agency to confidential personal informtion

(b) Until an upgrade or new acquisition of the tvpe described

in division (BY(4)(a) of this section occurs, except as otherw se

provided in division (C (1) of this section, keep a |log that

records specific access by enpl oyees of the state agency to

confidential personal information;

(5) A procedure that requires the state agency to conply with

a witten request froman individual for a list of confidential

personal information about the individual that the state agency

keeps, unless the confidential personal information relates to an

investigation about the individual based upon specific statutory

authority by the state agency;

(6) A procedure that requires the state agency to notify each

per son whose confidential personal infornmation has been accessed

for an invalid reason by enployees of the state agency of that

specific access:

(7) Arequirenent that the director of the state agency

desi gnate an enployee of the state agency to serve as the data

privacy point of contact within the state agency to work with the

chief privacy officer within the office of information technol ogy

to ensure that confidential personal information is properly

protected and that the state agency conplies with this section and

rul es adopted thereunder:;

(8) A requirenent that the data privacy point of contact for

the state agency conplete a privacy inpact assessnent form and

(9) A requirenent that a password or other authentication

neasure be used to access confidential personal information that

is kept electronicallly.

() (1) A procedure adopted pursuant to division (B)(4) of
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this section shall not reqguire a state agency to record in the |oqg

it keeps under division (B)Y(4)(b) of this section any specific

access by any enpl ovee of the agency to confidential personal

information in any of the follow ng circunstances:

(a) The access occurs as a result of research perforned for

of ficial agency purposes, routine office procedures, or incidental

contact with the information, unless the conduct resulting in the

access is specifically directed toward a specifically nanmed

i ndi vidual or a group of specifially naned individuals.

(b) The access is to confidential personal information about

an_individual. and the access occurs as a result of a request by

that individual for confidential personal infornmation about that

i ndi vi dual

(2) Each state agency shall establish a training programfor

all enployees of the state agency described in division (B)(1) of

this section so that these enpl oyees are nade aware of al

applicable statutes, rules, and policies governing their access to

confidential personal infornation.

The office of information technoloqgy shall devel op the

privacy inpact assessnent formand post the formon its internet

web site by the first day of Decenber each year. The form shal

assi st each state agency in conplying with the rules it adopted

under this section, in assessing the risks and effects of

coll ecting, muintaining, and di ssenm nating confidential persona

i nformation, and in adopting privacy protection processes designed

to mtigate potential risks to privacy.

(D) Each state agency shall distribute the policies included

in the rul es adopted under division (B) of this section to each

enpl oyee of the agency described in division (B)(1) of this

section and shall require that the enpl oyee acknow edge recei pt of

the copy of the policies. The state agency shall create a poster
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that describes these policies and post it in a conspi cuous place

in the main office of the state agency and in all | ocations where

the state agency has branch offices. The state agency shall post

the policies on the internet web site of the agency if it

nai ntains such an internet web site. A state agency that has

established a manual or handbook of its general policies and

procedures shall include these policies in the manual or handbook

(E) No collective bargaining agreenent entered into under

Chapter 4117. of the Revised Code on or after the effective date

of this section shall prohibit disciplinary action against or

termination of an enployee of a state agency who is found to have

accessed, disclosed. or used personal confidential information in

violation of a rule adopted under division (B) of this section or

as otherwi se prohibited by |aw.

(F) The auditor of state shall obtain evidence that state

agenci es adopted the required procedures and policies in a rule

under division (B) of this section, shall obtain evidence

supporting whether the state agency is conplying with those

policies and procedures, and may include citations or

recommendations relating to this section in any audit report

i ssued under section 117.11 of the Revi sed Code.

(G A person who is harned by a violation of a rule of a

state agency described in division (B) of this section may bring

an action in the court of clains, as described in division (F) of

section 2743.02 of the Revised Code, against any person who

directly and proximately caused the harm

(H (1) No person shall know ngly access confidential personal

information in violation of a rule of a state agency described in

division (B) of this section.

(2) No person shall knowingly use or disclose confidential

personal information in a nmanner prohi bited by | aw
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(3) No state agency shall enploy a person who has been

convicted of or pleaded quilty to a violation of division (H) (1)

or (2) of this section.

(4) Aviolation of division (H (1) or (2) of this sectionis

a violation of a state statute for purposes of division (A of
section 124.341 of the Revi sed Code.

Sec. 1347.99. (A No public official, public enployee, or
ot her person who mmintains, or is enployed by a person who
mai ntai ns, a personal information systemfor a state or |ocal
agency shall purposely refuse to conply with division (E), (F),
(§, or (H of section 1347.05, section 1347.071, division (A,
(B), or (C) of section 1347.08, or division (A) or (C of section
1347.09 of the Revised Code. Woever violates this section is

guilty of a m nor m sdeneanor

(B) Wioever violates division (H (1) or (2) of section

1347.15 of the Revised Code is guilty of a mi sdeneanor of the

first deagree.

Sec. 5703.211. (A) The tax conm ssioner shall adopt rules

under Chapter 119. of the Revised Code that. except as otherw se

provided in division (B) of this section, require that any search

of any of the databases of the departnent of taxation be tracked

so that adm nistrators of the database or investigators can

identify each account hol der who conducted a search of the

dat abase.

(B) The rul es adopted under division (A of this section

shall not require the tracking of any search of any of the

dat abases of the departnment conducted by an account holder in any

of the follow ng circunstances:

(1) The search occurs as a result of research perfornmed for

of ficial agency purposes, routine office procedures, or incidental
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contact with the information, unless the search is specifically

directed toward a specifially nanmed individual or a group of

specifically naned individuals.

(2) The search is for informati on about an individual, and it

is perfornmed as a result of a request by that individual for

i nformation about that individual.

Section 2. That existing section 1347.99 of the Revised Code

i s hereby repeal ed.
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