As Introduced

129th General Assembly
Regular Session H. B. No. 565
2011-2012

Representatives Carney, Winburn

A BILL

To anend sections 1347.12 and 1349.19 and to enact
section 1349.193 of the Revised Code to require
gover nment al agenci es and persons that own or
i cense conputerized data containing personal
information to report security breaches to the
Attorney General and to require the Attorney
General to establish a searchabl e database of the

reports that is accessible by the public.

BE IT ENACTED BY THE GENERAL ASSEMBLY OF THE STATE OF OHIO:

Section 1. That sections 1347.12 and 1349. 19 be anended and
section 1349. 193 of the Revi sed Code be enacted to read as

foll ows:

Sec. 1347.12. (A) As used in this section:

(1) "Agency of a political subdivision" neans each organi zed
body, office, or agency established by a political subdivision for
t he exercise of any function of the political subdivision, except
that "agency of a political subdivision" does not include an
agency that is a covered entity as defined in 45 C F. R 160. 103,

as anended.

(2)(a) "Breach of the security of the systen neans

unaut hori zed access to and acquisition of conputerized data that

o N O o~ W N B

10
11

12

13
14
15
16
17
18

19
20



H. B. No. 565
As Introduced

conprom ses the security or confidentiality of persona

i nformati on owned or |icensed by a state agency or an agency of a
political subdivision and that causes, reasonably is believed to
have caused, or reasonably is believed will cause a material risk
of identity theft or other fraud to the person or property of a

resident of this state.
(b) For purposes of division (A)(2)(a) of this section:

(i) Good faith acquisition of personal information by an
enpl oyee or agent of the state agency or agency of the political
subdi vision for the purposes of the agency is not a breach of the
security of the system provided that the personal information is
not used for an unlawful purpose or subject to further

unaut hori zed di scl osure.

(ii) Acquisition of personal information pursuant to a search

warrant, subpoena, or other court order, or pursuant to a
subpoena, order, or duty of a regulatory state agency, is not a

breach of the security of the system

(3) "Consuner reporting agency that conpiles and nmintains
files on consuners on a nationw de basis" means a consuner
reporting agency that regularly engages in the practice of
assenbling or evaluating, and maintaining, for the purpose of
furni shing consunmer reports to third parties bearing on a
consuner's creditworthiness, credit standing, or credit capacity,

each of the foll ow ng regardi ng consuners residing nati onw de:
(a) Public record infornmation

(b) Credit account information from persons who furni sh that

information regularly and in the ordinary course of business.

(4) "Encryption" means the use of an algorithmc process to
transformdata into a formin which there is a | ow probability of

assi gni ng neani ng wi thout use of a confidential process or key.
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(5) "Individual" neans a natural person

(6)(a) "Personal information" means, notw thstandi ng section
1347.01 of the Revised Code, an individual's nane, consisting of
the individual's first name or first initial and |ast name, in
conbination with and linked to any one or nore of the follow ng
data el enents, when the data elenments are not encrypted, redacted
or altered by any method or technology in such a nanner that the

data el ements are unreadabl e:
(i) Social security nunber;

(ii) Driver's license nunber or state identification card

nunber ;

(iii) Account nunber or credit or debit card nunber, in
combination with and Iinked to any required security code, access
code, or password that would permt access to an individual's

fi nanci al account.

(b) "Personal infornmation" does not include publicly
avail able information that is lawmfully made available to the
general public fromfederal, state, or |ocal governnent records or

any of the following nedia that are widely distributed:

(i) Any news, editorial, or advertising statenent published
in any bona fide newspaper, journal, or nmgazine, or broadcast

over radi o or television;

(ii) Any gathering or furnishing of information or news by
any bona fide reporter, correspondent, or news bureau to news
nmedi a described in division (A)(6)(b)(i) of this section;

(iii) Any publication designed for and distributed to nmenbers
of any bona fide association or charitable or fraternal nonprofit

corporation;

(iv) Any type of nmedia simlar in nature to any item entity,
or activity identified in division (A (6)(b)(i), (ii), or (iii) of
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this section.

(7) "Political subdivision" has the sane neaning as in
section 2744.01 of the Revised Code.

(8) "Record" means any information that is stored in an
el ectronic nediumand is retrievable in perceivable form "Record"
does not include any publicly available directory containing
information an individual voluntarily has consented to have
publicly dissemnated or |isted, such as nanme, address, or

t el ephone nunber.

(9) "Redacted" nmeans altered or truncated so that no nore
than the last four digits of a social security nunmber, driver's
i cense nunber, state identification card nunmber, account nunber

or credit or debit card nunmber is accessible as part of the data.

(10) "State agency" has the sane neaning as in section 1.60
of the Revised Code, except that "state agency" does not include
an agency that is a covered entity as defined in 45 C F. R
160. 103, as anended.

(11) "Systent neans, notw t hstandi ng section 1347.01 of the
Revi sed Code, any collection or group of related records that are
kept in an organi zed nmanner, that are nmaintained by a state agency
or an agency of a political subdivision, and from which persona
information is retrieved by the nane of the individual or by sone
i dentifying nunmber, synbol, or other identifier assigned to the
i ndi vidual. "System' does not include any coll ected archiva
records in the custody of or adm nistered under the authority of
the Chio historical society, any published directory, any
reference material or newsletter, or any routine information that
is maintained for the purpose of internal office adm nistration of
the agency, if the use of the directory, material, newsletter, or
i nformati on woul d not adversely affect an individual and if there

has been no unaut horized external breach of the directory,
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material, newsletter, or information.

(B)(1) Any state agency or agency of a political subdivision
that owns or |icenses conputerized data that includes personal
i nformati on shall disclose any breach of the security of the
system following its discovery or notification of the breach of
the security of the system to any resident of this state whose
personal information was, or reasonably is believed to have been
accessed and acquired by an unauthorized person if the access and
acqui sition by the unauthorized person causes or reasonably is
believed will cause a material risk of identity theft or other
fraud to the resident. The disclosure described in this division
may be made pursuant to any provision of a contract entered into
by the state agency or agency of a political subdivision with any
person or another state agency or agency of a politica
subdivision prior to the date the breach of the security of the
system occurred if that contract does not conflict with any
provision of this section. For purposes of this section, a
resident of this state is an individual whose principal mailing
address as reflected in the records of the state agency or agency

of a political subdivisionis in this state.

(2) The state agency or agency of a political subdivision
shall make the disclosure described in division (B)(1) of this
section in the nost expedient tinme possible but not [ater than
forty-five days following its discovery or notification of the
breach in the security of the system subject to the legitimte
needs of | aw enforcenent activities described in division (D) of
this section and consistent with any measures necessary to
determ ne the scope of the breach, including which residents’
personal information was accessed and acquired, and to restore the

reasonable integrity of the data system

(3) Any state agency or agency of a political subdivision

that is required to disclose a breach of the security of the
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system under division (B) of this section shall, within the tine

al l owed for disclosure of the breach, report the breach to the

attorney general in witing or by electronic mail. The report

shall include the date of the breach. the nunmber of people

affected by the breach., the nethod used to notify persons affected

by the breach, and any other information the attorney general may

reguire.

(O Any state agency or agency of a political subdivision
that, on behalf of or at the direction of another state agency or
agency of a political subdivision, is the custodian of or stores
conmputeri zed data that includes personal information shall notify
that other state agency or agency of a political subdivision of
any breach of the security of the systemin an expeditious manner,
if the personal information was, or reasonably is believed to have
been, accessed and acquired by an unaut hori zed person and if the
access and acqui sition by the unauthorized person causes or
reasonably is believed will cause a naterial risk of identity

theft or other fraud to a resident of this state.

(D) The state agency or agency of a political subdivision my
del ay the disclosure or notification required by division (B),
(O, or (F) of this section if a | aw enforcenent agency determ nes
that the disclosure or notification will inpede a crim nal
i nvestigation or jeopardize homeland or national security, in
whi ch case, the state agency or agency of a political subdivision
shall make the disclosure or notification after the | aw
enf or cement agency determ nes that disclosure or notification wll
not conproni se the investigation or jeopardize honel and or

national security.

(E) For purposes of this section, a state agency or agency of
a political subdivision my disclose or make a notification by any

of the follow ng nethods:

(1) Witten notice;
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(2) Electronic notice, if the state agency's or agency of a
political subdivision's primry nmethod of comrunication with the
resident to whomthe disclosure nust be nade is by electronic

neans;
(3) Tel ephone noti ce;

(4) Substitute notice in accordance with this division, if
the state agency or agency of a political subdivision required to
di scl ose denonstrates that the agency does not have sufficient
contact information to provide notice in a manner described in
division (E)(1), (2), or (3) of this section, or that the cost of
provi ding disclosure or notice to residents to whom di scl osure or
notification is required would exceed two hundred fifty thousand
dollars, or that the affected class of subject residents to whom
di sclosure or notification is required exceeds five hundred
t housand persons. Substitute notice under this division shal

consi st of all of the follow ng:

(a) Electronic mail notice if the state agency or agency of a
political subdivision has an electronic mail address for the

resi dent to whom the disclosure nust be made;

(b) Conspi cuous posting of the disclosure or notice on the
state agency's or agency of a political subdivision's web site, if

the agency naintains one;

(c) Notification to major nedia outlets, to the extent that
the curul ative total of the readership, view ng audi ence, or
i stening audience of all of the outlets so notified equals or

exceeds seventy-five per cent of the population of this state.

(5) Substitute notice in accordance with this division, if
the state agency or agency of a political subdivision required to
di scl ose denonstrates that the agency has ten enpl oyees or fewer
and that the cost of providing the disclosures or notices to

residents to whomdisclosure or notification is required will

Page 7

176
177
178
179

180

181
182
183
184
185
186
187
188
189
190
191

192
193
194

195
196
197

198
199
200
201

202
203
204
205
206



H. B. No. 565
As Introduced

exceed ten thousand dollars. Substitute notice under this division

shall consist of all of the follow ng:

(a) Notification by a paid advertisenent in a |ocal newspaper
that is distributed in the geographic area in which the state
agency or agency of a political subdivision is |ocated, which
advertisenment shall be of sufficient size that it covers at |east
one-quarter of a page in the newspaper and shall be published in

the newspaper at |east once a week for three consecutive weeks;

(b) Conspi cuous posting of the disclosure or notice on the
state agency's or agency of a political subdivision's web site, if

t he agency nmai ntai ns one;

(c) Notification to major nedia outlets in the geographic
area in which the state agency or agency of a politica

subdi vision is | ocated.

(F) If a state agency or agency of a political subdivision
di scovers circunstances that require disclosure under this section
to nore than one thousand residents of this state involved in a
single occurrence of a breach of the security of the system the
state agency or agency of a political subdivision shall notify,
wi t hout unreasonabl e delay, all consuner reporting agencies that
conpile and maintain files on consunmers on a nationw de basis of
the timng, distribution, and content of the disclosure given by
the state agency or agency of a political subdivision to the
residents of this state. In no case shall a state agency or agency
of a political subdivision that is required to make a notification
required by this division delay any disclosure or notification
required by division (B) or (C) of this section in order to nmake

the notification required by this division

(G The attorney general, pursuant to sections 1349.191 and
1349. 192 of the Revised Code, may conduct an investigation and

bring a civil action upon an alleged failure by a state agency or
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agency of a political subdivision to conmply with the requirenents

of this section.

Sec. 1349.19. (A As used in this section:

(1)(a) "Breach of the security of the systeni neans
unaut hori zed access to and acquisition of conputerized data that
conprom ses the security or confidentiality of persona
i nformati on owned or |icensed by a person and that causes,
reasonably is believed to have caused, or reasonably is believed
will cause a material risk of identity theft or other fraud to the

person or property of a resident of this state.
(b) For purposes of division (A)(1)(a) of this section:

(i) Good faith acquisition of personal information by an
enpl oyee or agent of the person for the purposes of the person is
not a breach of the security of the system provided that the
personal information is not used for an unlawful purpose or

subj ect to further unauthorized disclosure.

(ii) Acquisition of personal information pursuant to a search
warrant, subpoena, or other court order, or pursuant to a
subpoena, order, or duty of a regulatory state agency, is not a

breach of the security of the system

(2) "Business entity" means a sol e proprietorship,
partnershi p, corporation, association, or other group, however
organi zed and whether operating for profit or not for profit,
including a financial institution organized, chartered, or hol ding
a license authorizing operation under the laws of this state, any
other state, the United States, or any other country, or the

parent or subsidiary of a financial institution.

(3) "Consumer reporting agency that conpiles and maintains
files on consumers on a nationw de basi s" neans a consuner

reporting agency that regularly engages in the practice of
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assenbling or evaluating, and nmaintaining, for the purpose of
furni shing consumer reports to third parties bearing on a
consuner's creditworthiness, credit standing, or credit capacity,

each of the foll ow ng regarding consuners residing nati onw de:
(a) Public record information

(b) Credit account information from persons who furnish that

information regularly and in the ordinary course of business.

(4) "Encryption" neans the use of an algorithmc process to
transformdata into a formin which there is a |ow probability of

assi gni ng neani ng wi thout use of a confidential process or key.
(5) "Individual" neans a natural person

(6) "Person" has the sane nmeaning as in section 1.59 of the
Revi sed Code, except that "person" includes a business entity only

if the business entity conducts business in this state.

(7)(a) "Personal information" means an individual's nane,
consisting of the individual's first name or first initial and
| ast name, in conbination with and linked to any one or nore of
the followi ng data el ements, when the data el ements are not
encrypted, redacted, or altered by any nmethod or technology in

such a nmanner that the data el enents are unreadabl e:
(i) Social security nunber;

(ii) Driver's license nunber or state identification card

nunber ;

(iii) Account nunber or credit or debit card nunmber, in
combi nation with and Iinked to any required security code, access
code, or password that would pernit access to an individual's

financi al account.

(b) "Personal information"” does not include publicly
available information that is lawfully nmade available to the

general public fromfederal, state, or |ocal government records or
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any of the following nedia that are w dely distributed:

(i) Any news, editorial, or advertising statenment published
in any bona fide newspaper, journal, or nagazine, or broadcast

over radi o or television;

(ii) Any gathering or furnishing of information or news by
any bona fide reporter, correspondent, or news bureau to news

nedi a described in division (A (7)(b)(i) of this section;

(iii) Any publication designed for and distributed to nenbers
of any bona fide association or charitable or fraternal nonprofit

cor porati on;

(iv) Any type of nedia simlar in nature to any item entity,
or activity identified in division (A (7)(b)(i), (ii), or (iii) of

this section.

(8) "Record" neans any information that is stored in an
el ectronic nediumand is retrievable in perceivable form "Record"
does not include any publicly available directory containing
i nformation an individual voluntarily has consented to have
publicly dissem nated or |isted, such as nanme, address, or

t el ephone nunber

(9) "Redacted" nmeans altered or truncated so that no nore
than the last four digits of a social security nunber, driver's
| i cense nunber, state identification card nunber, account nunber,

or credit or debit card nunber is accessible as part of the data.

(10) "Systent neans any collection or group of related
records that are kept in an organi zed nanner, that are naintained
by a person, and from which personal information is retrieved by
the nanme of the individual or by some identifying nunber, synbol,
or other identifier assigned to the individual. "Systenl does not
i ncl ude any published directory, any reference material or
newsl etter, or any routine information that is maintained for the

purpose of internal office adm nistration of the person, if the
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use of the directory, material, newsletter, or information would
not adversely affect an individual, and there has been no
unaut hori zed external breach of the directory, material,

newsl etter, or information.

(B)(1) Any person that owns or |icenses conputerized data
that includes personal information shall disclose any breach of
the security of the system following its discovery or
notification of the breach of the security of the system to any
resident of this state whose personal information was, or
reasonably is believed to have been, accessed and acquired by an
unaut hori zed person if the access and acquisition by the
unaut hori zed person causes or reasonably is believed will cause a
material risk of identity theft or other fraud to the resident.
The di sclosure described in this division nay be nade pursuant to
any provision of a contract entered into by the person with
anot her person prior to the date the breach of the security of the
systemoccurred if that contract does not conflict with any
provision of this section and does not wai ve any provision of this
section. For purposes of this section, a resident of this state is
an individual whose principal mailing address as reflected in the

records of the person is in this state.

(2) The person shall nake the disclosure described in
division (B)(1) of this section in the nost expedient tine
possi bl e but not later than forty-five days following its
di scovery or notification of the breach in the security of the
system subject to the legitimate needs of |aw enforcenent
activities described in division (D) of this section and
consistent with any nmeasures necessary to determ ne the scope of
the breach, including which residents' personal informtion was
accessed and acquired, and to restore the reasonable integrity of

the data system

(3) Any person that is required to disclose a breach of the
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security of the system under division (B) of this section shall,

within the tine allowed for disclosure of the breach, report the

breach to the attorney dgeneral in witing or by electronic mil.

The report shall include the date of the breach. the nunber of

peopl e affected by the breach, the nethod used to notify persons

affected by the breach., and any other infornation the attorney

general may require.

(O Any person that, on behalf of or at the direction of
anot her person or on behalf of or at the direction of any
governnental entity, is the custodian of or stores conputerized
data that includes personal information shall notify that other
person or governmental entity of any breach of the security of the
systemin an expeditious manner, if the personal information was,
or reasonably is believed to have been, accessed and acquired by
an unaut hori zed person and if the access and acquisition by the
unaut hori zed person causes or reasonably is believed will cause a
material risk of identity theft or other fraud to a resident of

this state.

(D) The person may delay the disclosure or notification
required by division (B), (©Q, or (G of this sectionif a |law
enforcement agency determ nes that the disclosure or notification
will inmpede a crimnal investigation or jeopardize honel and or
national security, in which case, the person shall nake the
di scl osure or notification after the | aw enforcenent agency
determ nes that disclosure or notification will not conprom se the

investigation or jeopardize honeland or national security.

(E) For purposes of this section, a person may disclose or

make a notification by any of the foll owi ng nethods:
(1) Witten notice;

(2) Electronic notice, if the person's prinmary nethod of

conmmuni cation with the resident to whomthe di scl osure nust be
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made is by el ectronic neans;
(3) Tel ephone noti ce;

(4) Substitute notice in accordance with this division, if
the person required to disclose denonstrates that the person does
not have sufficient contact information to provide notice in a
manner described in division (E)(1), (2), or (3) of this section,
or that the cost of providing disclosure or notice to residents to
whom di scl osure or notification is required woul d exceed two
hundred fifty thousand dollars, or that the affected class of
subj ect residents to whom di sclosure or notification is required
exceeds five hundred thousand persons. Substitute notice under

this division shall consist of all of the follow ng:

(a) Electronic mail notice if the person has an el ectronic

mai | address for the resident to whomthe disclosure nust be made;

(b) Conspi cuous posting of the disclosure or notice on the

person's web site, if the person maintai ns one;

(c) Notification to major nmedia outlets, to the extent that
the cunul ative total of the readership, view ng audi ence, or
i stening audi ence of all of the outlets so notified equals or

exceeds seventy-five per cent of the population of this state.

(5) Substitute notice in accordance with this division, if
the person required to disclose denonstrates that the person is a
busi ness entity with ten enpl oyees or fewer and that the cost of
provi ding the disclosures or notices to residents to whom
di scl osure or notification is required will exceed ten thousand
dollars. Substitute notice under this division shall consist of

all of the follow ng:

(a) Notification by a paid advertisenent in a |ocal newspaper
that is distributed in the geographic area in which the business
entity is located, which advertisenent shall be of sufficient size

that it covers at |east one-quarter of a page in the newspaper and
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shall be published in the newspaper at |east once a week for three

consecuti ve weeks;

(b) Conspi cuous posting of the disclosure or notice on the

business entity's web site, if the entity maintains one;

(c) Notification to major nedia outlets in the geographic

area in which the business entity is |ocated.

(F)(1) Afinancial institution, trust company, or credit
union or any affiliate of a financial institution, trust conpany,
or credit union that is required by federal |aw, including, but
not limted to, any federal statute, regulation, regulatory
gui dance, or other regulatory action, to notify its custoners of
an information security breach with respect to information about
those custoners and that is subject to exam nation by its
functional governnent regulatory agency for conpliance with the
applicable federal law, is exenpt fromthe requirenents of this

secti on.

(2) This section does not apply to any person or entity that

is a covered entity as defined in 45 C.F. R 160.103, as anended.

(G If a person discovers circunstances that require
di scl osure under this section to nore than one thousand residents
of this state involved in a single occurrence of a breach of the
security of the system the person shall notify, wthout
unreasonabl e del ay, all consuner reporting agencies that conpile
and maintain files on consunmers on a nationw de basis of the
timng, distribution, and content of the disclosure given by the
person to the residents of this state. In no case shall a person
that is required to make a notification required by this division
del ay any disclosure or notification required by division (B) or
(C of this section in order to make the notification required by

this division.

(H) Any waiver of this section is contrary to public policy
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and i s void and unenforceabl e.

(1) The attorney general nmay conduct pursuant to sections
1349. 191 and 1349.192 of the Revised Code an investigation and
bring a civil action upon an alleged failure by a person to conply

with the requirements of this section

Sec. 1349.193. The attorney general shall establish and

nmai ntai n_a searchabl e dat abase, accessible to the public, of al

breaches of the security of their systens reported to the attorney

general by state agencies or _agencies of political subdivisions

pursuant to section 1347.12 of the Revised Code or by persons

pursuant to section 1349.19 of the Revised Code. The dat abase

shall include for each breach the date of the breach. the nunmber

of people affected by the breach, the nmethod used to notify

persons affected by the breach, and any other information the

attorney general considers necessary for the protection of the

public.

Section 2. That existing sections 1347.12 and 1349.19 of the

Revi sed Code are hereby repeal ed.
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